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our WordPress site is important. Whether you’re 
running a blog or an ecommerce site or building sites 

for clients, having a strategy for protecting your online work 
is important.  
 
That’s where WordPress backups, security & 
maintenance come in. By being proactive in each area, you 
can rest easy knowing your WordPress site won’t be lost 
forever in the event of a server crash, a security breach or 
user error. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Backups, security & maintenance work together to create a three-

pronged solution for keeping your WordPress site safe and running 

smoothly. 
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The Problem with WordPress Backups 
 

ordPress is free and awesome, but it doesn’t do 
backups for you. So, it’s on you, the website owner, 

to make sure your site is backed up. The server that runs 
your site is just like your computer’s hard drive—if it crashes 
without a backup, your files will be unrecoverable and lost 
forever.  

Backups need to happen frequently to capture the 
latest version of your site. Intervals between backups 
depend on how often you make changes and add new 
content to your site, and should run frequently enough to 
minimize any data loss.  

Backups made through your host are 
frequently unreliable and may be 
difficult to access. Many hosts offer 
backup features with your hosting plan, 
but you may not have any control over 
how often backups run or be able to 
download your backup files. Also, if you 
need to restore your site from a backup, 
you’ll have to wait on hosting support to 
help complete the process, which could 
mean hours or days of downtime.  
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Backups need to be stored safely off-site, in a different 
location than the server running your site. An important 
component of a backup strategy is off-site storage of your 
backup files. If your backups are stored on the same server 
as your site, you’ll lose your backups along with your site if 
your server fails or if your site gets compromised.  

A backup must include your WordPress database and all 
the files in your installation. If you’re running a backup 
plugin, make sure the plugin can handle backing up your 
current version of WordPress, all the files in your media 
library, and your theme and plugin files. A database backup 
doesn’t cover these critical files.  

A backup solution also needs to include the ability to 
restore. What good is a backup if you can’t do anything with 
it? A backup solution must include the ability to quickly and 
easily restore your files with little downtime. 
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What You Can Do 
 

his is where using a WordPress 
backup plugin, like BackupBuddy, 

comes in. BackupBuddy solves all the 
problems of WordPress backups, so you 
don’t have to worry about losing your 
site. 
 
1. Download and install the 
BackupBuddy plugin on your 
WordPress site. With BackupBuddy, 
you’re in total control of your WordPress 
backups. You can even download a zip 
file of your site backups, which is 
essentially a copy of your site.  
 
2. Activate Stash Live for real-time, automatic 
WordPress backups. Stash Live handles backing up your 
WordPress site as changes are made, and then securely 
stores your backup files off-site in BackupBuddy Stash.   
 
Note: If you ever need to restore your site (or move to a new 
host or domain), BackupBuddy will walk you through the steps 
using the ImportBuddy tool.  
 
 

 
 

T Check out A 
Guide to Finding 
the Best 
WordPress 
Backup Plugin: 
10 Must-Have 
Features before 
making a 
backup plugin 
selection. 
	

https://ithemes.com/purchase/BackupBuddy
https://ithemes.com/stash-live
https://ithemes.com/2016/04/18/best-wordpress-backup-plugin/
https://ithemes.com/backupbuddy/importbuddy/
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The Problem with WordPress Security 
 

acks are a real threat for WordPress site owners. 
Many WordPress site owners aren’t aware of the 

potential security threats facing their site. WordPress sites 
have increasingly become a target for hackers and bots 
because vulnerabilities can be easily exploited. 
 
Common types of attacks include: 
 

§ Brute Force 
§ SQL Injection (SQLi) 
§ Cross Site Scripting (XSS) 
§ Cross-site Request Forgery (CSRF) 
§ File Inclusion Vulnerabilities (LFI and FRI) 
§ Directory Traversal 

 
 
Your site’s vulnerability can be minimized, but you must 
implement WordPress security best practices. You can 
drastically improve your security with these tips: 
 

§ Choose a quality host 
§ Set proper permissions 
§ Use quality and trusted software 
§ Remove weak logins and enforce strong passwords 
§ Enable two-factor authentication 
§ Keep WordPress, plugins and themes updated to latest 

versions 
 

H 
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WordPress security depends on your WordPress backup 
strategy. A crucial part of WordPress security is having a 
solid backup strategy. If your site gets hacked or infected 
with malware, you need to be able to restore your site to a 
version before it was compromised.  
 
WordPress security depends on your WordPress 
maintenance. Keeping WordPress core updated, as well as 
your plugins and themes, is an important part of keeping 
your site safe. Why? The WordPress core team and authors 
of plugins and themes often push fixes to security 
vulnerabilities in new version releases, so running the latest 
version of anything installed on your site. 
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What You Can Do 
 

se a plugin like iThemes Security to 
add an extra layer of protection to 

your WordPress site. iThemes Security 
offers 30+ ways to secure and protect 
your site. 
 
1. Install the iThemes Security plugin 
on your WordPress site. Enable the 
recommended settings including brute 
force protection,  
 
2. Enable two-factor authentication. 
iThemes Security allows you add two-factor authentication 
to user logins. For more instructions on setting up two-
factor authentication on your WordPress site using iThemes 
Security, check out this tutorial.  
 
3. Turn on strong password enforcement. By enforcing 
strong passwords for user logins, you avoid letting weak 
passwords compromise your WordPress site.  

 
 
 

U  
Check out 
WordPress 
Security: A Pocket 
Guide to learn 
simple 
WordPress 
security tips for 
keeping your site 
safe. 	

https://ithemes.com/security
https://ithemes.com/publishing/wordpress-security/
https://ithemes.com/2015/07/28/two-factor-authentication/
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The Problem with WordPress 
Maintenance 
 

eeping your WordPress site 
updated is important but time-

consuming. Updates to plugins and 
themes usually require manual updates 
once you’ve logged into your WordPress 
dashboard. If you own multiple 
WordPress sites or manage sites for 
clients, running updates is even more 
time-consuming because you have to log 
in to each site.  
 
Running updates is often an 
overlooked task. Updates need to be 
performed as soon as updates are released, but you may 
not get notified when never versions are released.  
 
Your WordPress maintenance impacts your WordPress 
security. As mentioned in the previous section, keeping 
your WordPress site updated has a big impact on the 
security of your site. Running the latest version of 
WordPress core, as well as your plugins and themes, means 
your site is not at risk of known security vulnerabilities.  
 
 
 
 

K Building or 
managing 
WordPress sites 
for clients? 
Check out How 
Selling WordPress 
Maintenance Can 
Save Your 
Freelance 
Business. 	

https://ithemes.com/publishing/selling-wordpress-maintenance-can-save-freelance-business/
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What You Can Do 
 
Use a WordPress maintenance tool like 
iThemes Sync. iThemes Sync allows you 
to manage and run updates from one 
central dashboard for all your WordPress 
sites. Sync also includes a ton of other 
features to save you time.  
 
1. Start managing 10 sites for free 
with iThemes Sync. Get your 10 free 
sites here and then check out the iThemes Sync Quick Setup 
Guide to get started.  
 
2. Check out all 20 ways iThemes Sync can save you time 
in your WordPress workflow. iThemes Sync also allows 
you to manage users and comments, run remote backups 
with BackupBuddy and bulk install plugins and themes 
across multiple sites. 
 
 
 
 
 
 
 
 

Check out all 20+ 
ways iThemes 
Sync can save 
you time in your 
WordPress 
workflow. 	

https://ithemes.com/2015/06/17/20-ways-ithemes-sync-will-save-you-time/
https://ithemes.com/sync
https://ithemes.com/sync
https://ithemes.com/sync
https://ithemes.com/2013/11/11/how-to-set-up-ithemes-sync/
https://ithemes.com/2013/11/11/how-to-set-up-ithemes-sync/
https://ithemes.com/2015/06/17/20-ways-ithemes-sync-will-save-you-time/
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The Plugin Suite 

 
 

W O R D P R E S S  B A C K U P S  •  S E C U R I T Y  •  M A I N T E N A N C E  

 
Get unlimited licenses for BackupBuddy & iThemes Security  
+ 10 iThemes Sync sites & 1GB of BackupBuddy Stash storage space  

in the Plugin Suite.  
 

 
 

l 
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		 Buy the Plugin Suite	

https://ithemes.com/plugin-suite

