How to Install
WordPress Manually:
Securing and De-Bloating WordPress
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Meet iThemes.
_____________________________________________________________________________________

iThemes Media, LLC was founded in 2008 by Cory Miller, a former newspaper journalist and
public relations/communication practitioner, turned freelance moonlighting web designer, turned
full-time entrepreneur. Miller founded iThemes in his home, fulfilling a lifelong dream of
running his own company.
Since then, the company has grown into a full enterprise providing professional, premium
themes (iThemes.com), professional plugins (PluginBuddy.com) and over 350 hours of
professional web design and WordPress developer training – with 15-20 new courses being
added each month (WebDesign.com). These three brands make up what is generally referred to
as the iThemes brand.
This guide will show you how to manually install WordPress for your website. We’ll walk you
through the process step-by-step, starting with why you should even bother with a manual install.
Let’s get started!
—The Team at iThemes
@ithemes
Facebook.com/iThemes
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Why Do a Manual Install?
____________________________________________________________________________________

There are certain security risks involved with doing a quick install of WordPress that doing a
manual install can alleviate. Doing a manual install of WordPress is relatively straightforward
and more secure than any of the quick install applications available.
While a manual install does take a little bit longer, it helps to correct the security issues
associated with a quick install of WordPress and does not require any additional files.
What are some of the security and “bloat” issues involved with a WordPress quick install?
• The installer creates your database for you, naming it wrdp1. If you create another, the
database will be called wrdp2. This is common knowledge and makes your site easier to hack.
• Quick installs add a prefix of wp_ to your tables. Hackers know this and can use it to break
your site.
• At the time of this writing, quick install programs like Fantastico are not installing the latest
version of WordPress. It’s important to install the latest version of WordPress whenever
possible as WordPress updates often include security updates.
• Quick install applications like Fantastico adds additional files to your server in order to help it
keep track of itself. This adds additional, unnecessary bulk or “bloat” to your site.
Creating your own database is very simple to create, depending on your hosting service quality
(for the purposes of this instruction manual, HostGator is the host used). You don’t have to know
how to write PHP or build complicated databases, since most of what you’ll change in the
WordPress files will just be a matter of copying and pasting information.
So instead of asking why do a manual install, a better questions is why not do a manual install?
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How to Install WordPress
Manually
___________________________________________________________________________________

Creating Your Database & User
The first thing you’ll need to do is create your database and user in your host’s . When working
in HostGator, you’ll go to the “Databases” section and select the “MySQL Databases.”
You’ll start by creating a name for your database. You can name your database whatever you’d
like, though, HostGator will always add your HostGator username as the prefix to your database.

Once you’ve created a database, you’ll need to create a user for the database. Again, you can use
whatever name you’d like as your user name and HostGator will precede the name with your
HostGator username.

4
© 2011 iThemes Media LLC. All rights reserved in all media. May be shared with copyright and credit left intact.

If you are also working in HostGator, they will require that the password you create for your user
have at least a strength of 5. You can do this by creating a password that includes any
combination of numbers, letters (upper and lowercase) and/or symbols.
Once you’ve created both your database and your user, you’ll have to add your user to the
database. If you have more than one user and database, you’ll select the appropriate options
from the dropdown menu then click “Add.”

You will then be given the opportunity to determine what privileges you want to give that user.
For your WordPress installation, you need to allow all privileges to that user.

Click the “Make Changes” button and you’re finished with the databases.
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Downloading WordPress & Making Changes to
wp-config-sample.php
____________________________________________________________________________________

To download WordPress, you’ll go to wordpress.org and download the latest version of
WordPress:

By default, WordPress downloads as a .zip file (you can also download it in .tar.gz format).
Simply double-clicking on the .zip file will open it as a folder where you can access the
individual files. The file you will make changes to is called wp-config-sample.php.
Open the wp-config-sample.php file in the texteditor of your choice and look for the section on
databases. This is near the top of the file.

You’ll change the first line to include your database including the prefix added by HostGator:
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The next line of code will be the username you created, again, including the prefix added by
HostGator:

And the next line will be the password you created:

The last line is the “DB_HOST” line. The value for this can typically be left at “localhost.”
However, that is not always the case. You should be able to find the value to use in your control
panel, database management tools or by checking with your host’s support team.

For additional security, it is a good idea to add keys and salts to your site. Essentially, these are
additional passwords for your site. Whereas a simple password like “password,” “test,” etc. are
easy to break, these unique strings would take an extended amount of time to break, even a year
or more.

To generate these for your site, go to https://api.wordpress.org/secret-key/1.1/salt/. You can then
just copy and paste them into your code as below (note: do NOT use the keys below; follow the
link to create your own):
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The last change you’ll want to make to your wp-config-sample.php file is the prefix that is
assigned by default to your tables. When installing WordPress, it automatically adds the prefix
wp_ to each of the tables created in your database.

To change this simply find this block of code:

You’ll then change the wp_ to a prefix of your own choosing. This can be whatever you like, it
just needs to be followed by an underscore:

Once you have made these changes to wp-config-sample.php, you can simply save the file or
“Save As” wp-config.php.
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Installing WordPress
____________________________________________________________________________________

To install WordPress, you’ll first log back into your host’s cPanel and open the location you wish
to install WordPress. You will then select “Upload” and upload all the files into this location.
Depending on the host you use, you can upload .zip files and extract them in the cPanel, saving
you from uploading multiple files. Again, depending on your host, it may be a better idea to
upload the files individually. Some hosts will unzip the zip file into a folder named after the zip
file, so the files may end up in the wrong place.

Once you have uploaded (and extracted if you uploaded a .zip file), you can go to your domain
(or you may need to go to http://yourdomain.com/install.php) where you will find the following
form to complete:
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You’ll give your site a title, create a username for yourself (“admin” is not recommended for
security reasons), create a password, enter the email you want to receive notifications about your
site at and then check the box to determine if you want search engines like Google to be able to
find your site.
Tip: For a new site, it is usually a good idea to uncheck the Privacy option so that search
engines will ignore your site until you are ready for it to be found by users. At that point you,
can go into Settings > Privacy menu and allow the search engines to find your site.
Click the “Install WordPress” button and you’ll be taken to a screen reviewing your information
and that has a link to your login.

Success! And with that, you have completed the manual install of WordPress:
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